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ABSTRACT

In recent years cloud computing has emerged as a new development phase
of the Internet. Cloud computing, its service models in particular, allows
the use of hardware, sofiware as services, that leads a fundamental
change in the application of information technology in practice - shift
from investment to the hire of computing resources. However, cloud
adoption is still controversy issues surrounding the safety and security of
system. This paper provides an overview on safety issues and security of
cloud computing, from the perspective of architecture, services as well as
main characters of cloud computing.

TOM TAT

May nam gan ddy dién toan dam mdy (cloud computing) néi lén nhir la
mét giai doan phat trién méi ciia Internet. Pién todn dam mdy ma cu the
la cde mé hinh dich vu ciia né cho phép sir dung phan cimg, phan mém
nhu la dich vy lam thay d6i can ban viéc vmg dung cong nghé thong tin
trong thuc tién — chuyén tu dau tr sang thué bao. Tuy nhién, viéc chdp
nhan dién toan dam mdy van con kha dé dat xoay quanh van dé an toan va
an ninh hé théng. Bdi viét nay cung cap mét cdi nhin tong quan vé van dé
an toan va an ninh cia dién todn dam may, tir géc dé kién triic cho dén
dich vu ciing nhw tinh chat ciia dam may dién tir.

1 GIOI THI EU

ning mo rong va tinh chat co gian ma dién toan
dam may cung cap. Thay vi mot kién triic hé thong

Dién toan dam may dang nhanh chong néi lén
nhu moét xu hudng cong nghé, hau hét cac nha
cung cap cong nghé hoic st dung phan mém, phan
cling va co s ha ting déu c6 thé tan dung. Cong
nghé va kién trac dich vu dién toan dam may cho
phép khéch hang cua cac dich vu nay khéng so hitu
tai san trong cac dam may dién tir nhung tra tién
trén co s& mdi 1an su dung. V& ban chét, ho dang
thué co s ha tang vat Iy va cac ung dung trong
kién truc dung chung. Dich vu dién toan ddm may
¢6 thé tir luu trit dit liéu cho dén cac img dung Web
cliia ngudi ding cudi, cung véi cac dich vu dién
toan tap trung khac.

Mot su khac biét quan trong gitta mo hinh tinh
toan truyen thong va dién toan dam may la kha
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tinh, dién toan dam may hd tro kha ning tu dong
md rdng quy md va nhanh chéng thu hep quy mo,
cung cip cho khach hang céac dich vu c6 d tin cay
cao, thoi gian dap (mg nhanh chong va sy linh hoat
dé xtr Iy cac bién dong thong luong va nhu cau.
Dién toan dam may ciing hd tro nhiéu ngudi ding,
cung cip cac hé thong cdu hinh trong sudt mot
cach thong nhat mang tinh chia sé dwoc. Cong
nghé a0 hoa cho phép cac nha cung cap dién toan
dam may dé chuyén d6i mot may cha thanh nhiéu
may 4o, do d6 loai bo may tinh client-server véi
cac hé théng mot muc dich. biéu nay tdi da hoa
kha ning phan cimg va cho phép khach hang tan
dung triét dé va kinh té theo quy mé sir dung.
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Theo nghién cru cua Gartner dua ra trong 4,
doanh thu trén toan thé gidi tir dién toan dam may
nam 2009 1a 58.6 ty USD, du bao dat 148 ty USD
vao 2015. Nghién ctru gan day caa IDC 4 chi 1&
doanh thu trén toan thé giéi tir dién toan dam may
cong cong (public cloud) nam 2010 1a hon 21,5 ty
USD va s& dat 72,9 ty USD vao nam 2015, toc do
ting truong hang nim la 27,6%. Toc do ting
treong nay gap hon bén ldn so véi tde do ting
treong du bao cho toan thi truong CNTT trén thé
gi61 noi chung (6,7%). Cung theo IDC, dién toan
dam may luén nim trong top 10 cac cong nghé
dinh dam nhit trong cic nam tr 2009 dén nay
trong linh vuc cong ngh¢ thong tin.

Mic du c6 nhitng loi ich va tiém ning phat
trién nhu vay nhung dién toan dam may van con
gap nhleu dé dat trong chap nhan va nhan rong chu
yéu 1a van dé an toan. Tam gic qua van dé ky
thuat, tir quan diém cia nguoi ding thi cac van
dé cha yéu can tro viéc chap nhan dién toan ddm
may la :

— Cac doanh nghiép giao viéc quan ly an ninh
cho mot bén thir ba nén co thé khong kiém soat
duoc van dé an ninh.

— Tai san cuia nhiéu nguoi thué bao khac nhau
nam trong cing mot vi tri (server) va str dung cling
mot dich vu ma khong biét rd cach thire kiém soat
an ninh, bao mat ciia nha cung cap.

— Thiéu sy dam bao an toan, an ninh trong
cac hop ddng giita nguoi dung (ngudi thué bao)
dién toan dam may va cac nha cung cap dién toan
dam may.

— Cac may chu tap trung cac tai san co gia tri
va cong khai co so ha ting lam ting xac suat cac
cudc tén céng nguy hiém.

Bai viét nay s& phan tich nhitng thach thirc va
cac van dé lién quan an ninh trén dién toan dam
may, nhimg diém yéu trong md hinh dién toan dam
may. Nhitng van dé nay s& duoc xem xét tir goc do
kién trac dich vu dén mé hinh cung voi cac dic
trung cta dién toan dam may.

2 PIEN TOAN PAM MAY

2.1 Khai niém

Thuat ngt “Pién todn dam may” (cloud
computing) ra doi vao khoang gita nam 2007
nham dé khai quat lai cac hudng phat trién mai cua
cong ngh¢ thong tin nho vao mang Internet bang
thong rong va cac trung tam dién toan khong 16 cta
cac hang cong nghé nhu Google, Amazon, IBM,
Microsoft,... Dién todn ddm may gan lién véi mot
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quan niém méi vé cong nghé thong tin, d6 1a: cac
nguén luc dién toan khéng 16 nhu phﬁn mém, dir
liu dich vu s& nam tai cac may chu ao (ddm may)
trén Internet thay vi trong may tinh cia to chirc, ca
nhan dé moi ngudi két ndi va sir dung khi can. Véi
cac dich vu ha tﬁng, phén mém san co trén Internet,
doanh nghiép khong phdi mua va duy tri hang
tram, tham chi hang nghin may tinh cing nhu phan
mém cho cong ty. Ho c¢6 thé thué toan bo ha ting
cong ngh¢ thong tin nhu thué bao dién thoai hay sir
dung dién, nuéc hang ngay.

Theo dinh nghia cua NIST 1: “Pién toan dam
may la mét mo hinh cho phép thuan tié€n, truy céap
mang theo yéu cdu dén mot noi chira cac ngudn tai
nguyén tinh toan c6 thé chia sé va cdu hinh dwoc
(vi dy: mang, may chu, luu trlt, tng dung va dich
vu), & d6 ching c6 thé dugc cung cp va phat hanh
nhanh chéng véi nd luc quan ly hoic twong tac voi
nha cung cap t6i thiéu”.
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Hinh 1: Minh hoa cho dién toin dim may theo
Wikipedia 2

Dién toan dam may doi khi con dugce coi 1a thé
hé Internet moi. Ty dién mo Wikipedia 2 dinh
nghia: “Pién toan dam may la viéc sur dung céc tai
nguyén may tinh (phan cimg va phan mém) c6 san
to xa va truy cdp dugc qua mang (thuong la
Internet)”. Hinh 1 phat hoa khai niém vé dién toan
dam mdy. Pién toan dam mdy cung cip céc tién ich
dé truy cap vao tai nguyén chia sé va co sé ha ting
chung, cung cép dich vu theo yéu cau qua mang de
thyc hién cac hoat dong dap ung nhu cdu tac
nghiép. Vi tri cia nguon lyc vat chat va thiét bi
dugc truy cap 1a trong subt, khong duoc biét (va
ciing khong can biét) d6i v6i ngudi dung cudi (end
user). N¢ ciing cung cip phuong tién cho ngudi sir
dung (hay khach hang) dé phat trién, trién khai va
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quan ly cac tng dung cua ho trén cac ddm may, ké
ca ao hoa cac nguon tai nguyén, tu bao tri va quan
1y cac tng dung.

2.2 Cac dich vu co ban cia dién toan dam may

Dién toan dam may cung cép 3 mé hinh dich vu
co ban: dich vu ha t?mg (IaaS), dich vu nén tang
(PaaS) va dich vu phan mém (SaaS), véi mot so
dic trung chinh: thué bao theo yéu cau, nhidu thué
bao, ding bao nhiéu tra biy nhiéu. V& mit ky
thuat, ddm may 1a mdt tap hop tai nguyén tinh toan
rong 16n va cung cip 3 dich vu néi trén.

Dich vu ha ti‘lng (TaaS - Infrastructure as a
Service) ndi dén kha ning cung cip cho khach
hang tai nguyén phin cing nhu kha ning tinh
toan, xu li (tirc la CPU), luu trlr, mang va cac tai
nguyén khac, dé khach hang co thé trién khai va
chay phan mém tiy ¥, trong d6 c6 thé bao gdm cac
hé diéu hanh va cac tmg dung. Khich hang s&
khong quan 1y hodc kiém soat cac co so ha ting
dién toan dam may nhung c6 kiém soat ddi voi cac
hé diéu hanh, luu trit, tmg dung trién khai va kiém
soat ¢6 han ché cac thanh phan mang dugc cung
cap. IaaS gin lién véi viée ao hoa tai nguyén phan
cing. Nhimg Nha cung cdp laaS dién hinh 13
Amazon EC2, GoGrid va HP [19]. Nha cung ce‘ip
dich vu Taas s€ chiu trach nhiém moi cdng viéc
ning né vé thiét 1ap ha tang, thiét lap chirc ning dé
cung cip ha ting va thu phi thué bao ha tang.
Khach hang c¢6 thé ting giam mét cach ty dong,
thuan tién vé tai ‘nguyén ho cén Mot s6 luong 16n
tai nguyén c6 thé dugc cung cép va san dung trong
mot thoi gian ngén sau khi dugc yéu cau va quan
trong hon 13 hanh vi ciia hé théng khong thay doi,
khong c6 16i tiém tang do chuyén doi tir hé thong
nho sang hé thong 16n hon hay nguoc lai.

Quan tri
Van hanh
Ty d6ng héa didu

Hinh 2: Nam dic trung quan khidn

trong cia dién toan dam may

Truy cap

Kha chuyén
Truycdp nhét quén
Thiét bi nhd yéu

Kiém soét hé théng

Tinh cudc phi
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Dich vu nén tang (PaaS- Platform as a Service):
d6 1a kha nang cung cip cho khach hang nén ting
dé trién khai trén co so ha tang dién toan dam may
cac ung dung do khach hang tao ra tir ngén ngir 1ap
trinh va cac cong cu hd trg cia nha cung cip.
Khach hang khong quan 1y hodc kiém soat co s& ha
tang dién toan dam may co ban nhu mang, may
chu, hé diéu hanh, thiét bi luu trit, nhung c6 kiém
soat dbi véi cac ing dung trién khai va c6 thé thyc
hién céu hinh méi truong lwu trir. Co thé coi dich
vu nay cung cép cic phan mém hé théng can thiét
nhu 14 ngdn ngit 1dp trinh, moéi truong 1ap trinh,
mdi trudng thyc thi, hé diéu hanh dé ngudi dung
truy cap tai nguyén va tao ra cac Ung dung cua
minh. Céc nha cung cip dich vu nay dién hinh nhu
Microsoft Windows Azure, Google App Engine.

Dich vy phan mém (SaaS — Software as a
Service) d6 1a kha ning cung cép cho khach hang
sir dung cac tmg dung (phan mém) ciia nha cung
cép dang chay trén mot co s& ha tang dién toan
dam may. Cac ing dung c6 thé truy cap tir cac thiét
bi khac nhau théng qua mot giao dién ngudi dung
nhu mot trinh duyét web. Khach hang khong quan
Iy hodc kiém soat cac co so ha ting co ban dam
may nhung c6 thé thiét 1ap céu hinh cho tmg dung
pht hop voi minh. Nhidu nguoi trong chung ta
chéc da sir dung phan mém trén dién toan ddm may
cia Google nhu: Gmail, Google Docs, trinh tim
kiém cua Google,.. - Do 1a nhirng vi du dién hinh vé
SaaS. Dich vu phin mém duoc cung cap dua theo
co ché dich vu web (web service) va cac cong
thong tin dién tir (portal).

2.3 Cac mé hinh trién khai dién toan dam may

C6 bén mé hinh chinh dé trién khai dién toan
dam may do la:

Co gidn
Pan hoi
Cép phit dong
Da thué bao 3
San dung
Tin cdy cao
Kha n3ng chiu dung 18i
Phuc hdi hé théng
An todn hé théng

Hiéu ndng cao
TOi wu héa
Tinh todn song song
Cinbdng tai
Lich biéu cbng viéc
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Dbam may cong cong (Public Cloud): dam may
dugc thiét 1ap va cung cap cho rong rii ngudi ding
thong qua Internet. N6 con duoc biét nhu 1a ddm
may nhiéu thué bao véi cac dic trung co ban 1a ha
tAng théng nhét, chinh sach chung, ngudn lyc chia
s¢ cho nhiéu thué bao, da qui md. M6 hinh ddm
may nay thuong it an toan hon cac mé hinh khac
va thuong chi cung cip cac dich vu phin mém
chung nhat nhu b phin mém vin phong, chat, hop
truc tuyén,...

bam may riéng (Private Cloud): ddm may dugc
thiét 1ap chi cho mot t6 chirc twong tu nhur mot
mang ndi bd. N6 ¢o thé duge quan 1y bai chinh t6
chie d6 hodc mot bén thir ba va co thé ton tai trén
co sO ha ting trude d6 dd co6. M6 hinh nay con
duoc goi la ddm may ndi bd va thuong chi danh
quyén truy cdp vao tai nguyén cua nd cho ngudi
dung trong ndi bo t6 chirc 1a chu so hiru dam may.
Dic diém co ban cia dam may riéng 1 ha ting
khong ddng nhét, chinh sach “may do” va tiy
chinh, tai nguyén danh riéng, co sé ha ting “cdy
nha 14 vudn”. Tuy nhién do chi ¢ cac t6 chuc va
ngudi dung duge phép méi co thé truy cap nén
n6 c6 thé duoc bao vé boi cac quy trinh, quy ché
bao mat riéng, diéu nay lam cho n6 khé bi tAn
cong hon.

DPam may cong ddng (Community Cloud): day
la dang ddm may ma ha t?lng duoc chia sé bdi mot
vai t6 chirc. N6 hd trg mot vai thi chung cua cong
déng do, chfmg han nhu nhiém wvu, chinh sach bao
mat, cac chuén,...

D4am may hon hop (Hybrid Cloud): ha tang cua
dam may 12 mot sy két ndi cuia nhidu mo hinh trién
khai dam may (chung, riéng, cong dong)

2.4 Pac trung cia dién toan dim may va lgi
ich ciia n6

Dién toan dam may co 5 déc trung quan trong
(xem Hinh 2):

Kha nang co gian (scalability): ddm may c6 thé
cung cap tai nguyén tinh toan theo yéu cau. Viéc
cung cip nay trén nguyén tic la dong va nhiéu thué
bao, vi vay tranh lang phi (dung bao nhiéu tra bay
nhiéu).

— Kha nang quan tri va van hanh
(manageability): ddy 1a kha nang diéu khién, kiém
soat hé théng va tinh cudc phi thué bao.

— Kha nang truy cap (accessibility) va kha
chuyén: truy cp moi lic moi noi mdt cach nhat
quan va kha ning truy cap vé6i cac thiét bi nho, yéu
(thin client) nhu 1a dién thoai di dong.
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— Hiéu nang cao va t6i wu hoa (performance
and Optimization): ha tang dam may giai quyét va
che dau moi van dé phtc tap trong tinh toan song
song, can béng tai, lap lich dé cung cép kha nang
tinh toan hiéu ning cao va tdi uu hoa.

— Kha ning san dung v6i d6 tin cdy cao
(availability): ha tang dam may cung dwoc cung
cap rong rai cho ngudi dung véi kha ning chiu
dung 15i cao, hé thong ton tai lau dai va kha ning
bao mat tdt.

3 NGHIEN CUU CO LIEN QUAN VE AN
TOAN TREN PIEN TOAN PAM MAY

R& rang rang c6 nhiéu van dé can ban trong
quyét dinh chdp nhan dién toan dam may. Hinh 3
cho mdt s6 vin d& chinh trén dién toan dam may.
Pay la nhiing chi dé luén dugc quan tdm, theo
nghién ctru da chi ra trong 5, van dé an toan dwoc
dat hang dau. Véan dé thi kho nhung ly do co vé
that don gian, boi vi nguoi ta dat dit liéu cia minh
(loa1 tai san (rdt) co gia tri) trén mot mdy tinh ¢

“trén may”, ding mot phan mém cia ai d6 (mot
nha cung cdp) & mot noi nao d6 khong biét rd va
chay trén mdt may 4o ma may that (tac la CPU vat
ly) nim ¢ dau ciing khong rd ndt. Co rat nhiéu ndi
lo ling trong hoan canh nhu vay: mat dir lidu,
thong tin bi 10 ri, bi theo ddi, bi ldy cép, lira dao,
nghén mang,...

Nhiéu nghién ctru vé& van an toan trén dién toan
dam may da duoc thuc hién. Nhom “Cloud
Computing Use Cases” 6 thao luan nhiéu van dé
lién quan téi mo hinh dién toan ddm may trén cac
quan diém cua ngudi ding, nha phat trién va ky su
bdo mat. Van phong an toan thong tin va mang
Chau Au (ENISA) 7 dua ra cac rai ro, cac anh
hudng, cac diém yéu cua dién toan dam may. Mot
nghién ciru vé an toan duoc rang budc bang hop
ddng 9 cb ging dua ra cac dic ta lién quan t6i vi tri
dit dir lidu, phan nhom dit lidu va phuc hoi dit lidu.
Mot sb van dé chuyén biét vé an toan trén dién toan
dam may nhu toan ven dit li€u, tinh riéng tu va
thong tin nhay cam dugc thao ludn trong 10. Van
dé ky thuat tdn cong, ching han kiéu tin cong
XML (XML-attack) c6 thé tim thdy trong 11, 15
hong bao mat dam may c6 thé tim thiy trong 12.
Céc thach thirc an toan va bao mat lién quan dén
cac mo hinh dich vu cua dién toan dam may, dac
biét 1a mo hinh Saa$S c6 thé tham khao trong 13.

Vén dé an toan trén dién toan dam may la rat phirc
tap vi n6 lién quan dén nhiéu khia canh va chu thé:
kién trtc, dich vu dién toan dam may, dac trung
cua dam may, thué bao, chu s& hitu, chinh sach bao
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mat dit liu,... Hinh 4 cho m¢t hinh anh rong, khai
quat vé sy phtic tap cua van d€ nay. Phan tiép
theo ctia bai viét sé di vao tong hop vé van dé an

Security

Availability
Performance
On-demand paym't model may cost more
Lack of interoperability standards
Bringing back in-house may be difficult
Hard to integrate with in-house IT

Not enough ability to customize
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ninh trén dién toan dam may tir goc do kién tric,
dich vu va mot so0 dac diém chinh cua dién toan
dam may.

0%
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Hinh 3: Cac van dé quan tim hang dau trong dién toin dam may 5
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Hinh 4: Sy phirc tap ciia vin dé an toan trén dién toan dam may 13

4 MOQT SO VAN BE PUQC QUAN TAM

VE AN TOAN TREN PIEN TOAN PAM MAY
4.1 VAn dé an toan lién quan dén kién tric

cia dién toan dam may

) Mot ddm may dién tor 14 mot cum may tinh Kkét
nodi nhau thong qua mang cuc bd hodc mang dién
rong trén co s¢ 4o hoa tai nguyén phin clig nho
chirc ning 4o hoa dé cung cip mot cach trong sudt

3 dich vu co ban cua dién toan dam may la SaaS,
PaaS va IaaS. M6 hinh trién khai dam may c6 thé

1a cong cong, dam may riéng hodc cong ddng hay
hon hop nhu da néi & phan trén.

Céac dich vu dién toan dam may cé kién triic
phan tang (layer), mdi tang cung cap cac dich vu va
tién ich (chitc nang) riéng clia nod trén co so cac
dich vu va tién ich cta tang thip hon (xem Hinh 5).
Vi vay an ninh cua hé théng phu thudc vao an ninh
ctia mdi tang duoc thiét ké va cai dat kém theo nhu
la 1 dich vu hay tién ich.
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Hinh 5: Kién tric phan ting dich vu
trong dién toan dam may

4.1.1 An ninh 6 mirc ha tang

An ninh cia cac dich vu & ting thap nhu ting
vét 1y hay ha tang (1aaS) phu thuoc vao nha cung
cép, tire 1a chu so hitu cua dam may. Hién tai, co
mot sé nha cung cép dich vu IaaS nhung chua co
chuén nao v an ninh cho cac dich vy nay. V& mit
nguyén tic, khach hang thué bao dich vu IaaS c6
thé ap dat cac chinh sach an ninh ciia minh bang
cach phat trién cac dich vu hay tién ich riéng thong
qua cac dich vy cta tﬁng vat 1y va cac dich vu laaS
clia nha cung cép. Chinh sach v& an toan & mirc
nay la rat phtic tap vi nhiéu chinh sach khac nhau
4p dat 1én ciing mot moi truong phan cing (vat 1y).

Nhitng mdi de doa an toan ¢ mic nay cé thé
lién quan téi may chu ao (Virtual Machine) nhu 1a
vi-rat va cac phin mém doc hai khac. Nha cung
cép dich vu chiu trach nhiém chinh vé giai phéap
cho van dé nay Khéch hang thué bao ciing c¢6 thé
thue hién cac giai phap va chinh sach an toan riéng
cho minh, tir d6 lam gia ting ganh nang 1én phan
cing va hiéu nang chung cua hé théng. Cac may
cht 40 van c6 thé bi 1ay nhiém hay bi kiém soat boi
phan mém doc hai. Trong truong hop nay, cac
chinh sach an ninh ctia khach hang c6 thé bi vo
hiéu, nhu vdy nha cung cap dich vu phai la nguoi
c6 vai tro chinh trong an ninh & muc nay. Ngoai ra,
vi TaaS khai thac ha ting vét 1y va chinh sach
chung nhu DNS Server, Switch, IP protocol,... Vi
véy, kha niang bi tin cong vao “khach hang yéu
nhat” sau d6 “lay lan” cho cac khach hang khac.
Van dé nay hién nay khach hang thué bao khéng
thé can thiép gi vi nhiéu may chi 4o chia sé cing
tai nguyén vat Iy nhu CPU, bd nhd, dia,... Moi anh
xa vat Iy-may 4o, may do-vat ly déu théng qua mot
“bo a0 hoa”, néu bo nay bi phan mém doc hai kiém
soat thi toan by khach hang trong ddm may s€ bi
cung mot mdi hiém hoa nhu nhau.
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4.1.2 An ninh o muc dich vu nén tang

O mirc trung gian, dich vu nén tang (PaaS) dva
trén dich vu tang dudi (IaaS) va cung cap dich vu
ctia minh cho ting trén no6 (SaaS). O murc ndy, cic
dich vu hay tién ich vé an toan c6 thé duoc cai dat
thém hodc cu hinh cac dich vu duoc cung cép tr
tang dudi. O day, ngudi ding c6 thé quan tri phan
thué bao ctia minh dé tao ra moi truong thuc thi cac
ung dung. Hién nay, dich vu PaaS cta dam may
dua trén md hinh kién trac huéng dich vu (SOA) vi
véy nhimg nguy co vé an toan giong hét nhu nhiing
nguy co an toan cia SOA nhu tan cong tir chdi
dich vu, tin cong XML va nhiéu cach tin cong
khac 1114.

Vi dich vu nén tang la dich vu da thué bao,
nhiéu nguoi dung nén co ché xéac thuc, chirng thyc
1a rat quan trong. Trach nhiém bao mat va an toan
trong trudong hop nay li€n quan dén ca nha cung
cap, nguoi thué bao va nguoi dung (user). Cac dich
vu PaaS phai cung cAp moi truong dé phat trién
g dung bao gdm chirc nang tac nghiép, cac chie
nang an toan va quan li hé thong. Nha cung cp can
¢6 co ché bit bude ching thuc dé truy cap cac dich
vu PaaS, nguoi thué bao cé trach nhiém phat trién
hay cung cdp cac chiic ning bao mat can thiét
thong qua co ché ching thyc chung va nguoi ding
phai c6 trach nhiém bao v¢ tai khoan dang nhép ca
nhén cta minh.

4.1.3 An ninh o muvc dich vu phd‘n mém

O mirc dich vu phian mém (SaaS), cac phan
mém duge cung cép nhu 1a dich vy trén mang, st
dung cac chinh sach bao mat dit li€u va tai nguyén
khac tir cac ting bén dudi cung cip. Mot sé dich vu
phan mém kha phd bién hién nay 1a Google Search
Engine, Google mail... Khach hang cua cac dich
vu nay khong biét dwoc dit lidu cia minh dugc
quan li va khai thac nhu thé nao va né nim ¢ dau
trén thé giéi nay. Van dé an ninh & déy lién quan
dén bao mat dit liéu, ro ri thong tin nhay cam va
nguy co bi tdn cong tir chdi truy cdp... Trach
nhiém vé an toan duoc chia sé cho nha cung cép ha
tang dam may va nha cung cip dich vu phan mém.
Ngudi dung dau cudi (end user) chi 1a ngudi dung
phin mém v&i cac lya chon cau hinh khac nhau
dugc cung cip boi phin mém nén khong co nhiéu
vai tro trong an toan hé thong Ngudi dung cudi chi
biét tin vao nha cung cép phan mém va cac cam két
cua nha cung cap vé trach nhiém bao mat. Thong
thuong cac cam két nay c6 thé 1a diéu khoan trong
hop dong thué bao phian mém, nhu la: an toan
thong tin va chét luong dich vu. Chung thudng bao
gém: dung luong dir li€u, toan ven dir li€u, chinh
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sach vé phén tan, sao luu va phuc hdi dir liéu khi
6 sy ¢b, do tin cdy, tinh riéng tu va an toan mang
cung véi cac cam két khac vé chét lwong dich vu
nhu dung lwong dudng truyén, tinh sin dung 13.

O muc nay, cac phan mém duoc cung cap trén
nén web (web-based application). Cac web nay
thuong duge dat ¢ may chu do trén dam may, cho
nén ching phai dugc kiém tra bang cach quét cac
yéu diém web nho vao mot img dung quét nao do,
vi du nhu cic phian mém cé cac chic ning nhu
trong cong bd 15. Cac tudng lira c6 thé dwoc ding
dé ngan chan cac tdn cong vao diém yéu da biét
cla cac phﬁn mém nén web. Nhimg cong viéc ndy
thudc vé nha cung cap phan mém hoac dam may,
ngudi dung cudi nhiéu 1im 14 tham gia vao lya
chon cac cau hinh (option) khac nhau ma théi. Tinh
hinh nay c6 thé din dén nhitng 16n xon trong ciu
hinh an toan chung ciia hé thong do tinh chat da
thué bao, kéo theo nhitng 15 héng trong an toan h¢
théng. Vi véy, cac nha cung cap phai c6 nhing
chinh sach chung bét budc va cach kiém soat sao
cho nhitng céu hinh an toan, bao mat phai nhat
quén, chit ch& va khong c6 16 hong.

4.2 Vin d@ quan li an toan hé théng

Phan trén vira trinh bay cho thay tinh phirc tap
trong “ky thuat” an toan trén ddm may tr goc do
kién triic va dich vu cua dién toan dam mdy. Phan
nay xin dé cap dén mot sd khia canh vé quan li,
vbn khong thé tach roi voi ki thuat nhdam dam bao
cho su ap dung chinh sach bao mat diing dén, cong
tac va co trach nhiém giita cac bén co lién quan
trong dién toan dam may. Nghién ctru vé quan li an
toan trén dam may 1a rat phirc tap vi n6 lién quan
dén sb luong 16n ngudi co lién quan vai cac yéu
cau (requirement) khac nhau vé an toan. Viéc quan
li an toan lién quan t6i viée xdy dung cac yéu cau
vé an toan, ddc ta chinh sach an toan, co ché kiém
soat va cac cau hinh khac nhau vé an toan tuong
ung véi cac chinh sach dac thu. Viéc quan li nay 1a
dong vi luén phai dap g cac yéu ciu méi, cac
phan hdi tir moi trudng va tir chinh qué trinh kiém
soat an toan.

Dién toan dam may cung cp cac dich vy trén
co s& mot hop dong trach nhiém (SLA — Service
Level Agreement), ddy la phéap ly quan trong trong
cac tranh chap, bat dong sau nay. Hop dong thong
thuong bao gom chét lugng dich vy, tinh san dung,
dd tin cdy va an toan. Va nhu bao cam Kkét hop
ddng, n6 c6 nhimng diéu khoan vé tra phi dich vu
xtr phat va bdi thuong. Mot doi hoi cao vé an toan
thuong dan dén mot tiéu tén nhidu ngudn luc va vi
vay muc gia dich vu s€ cao 1én twong Ung. Mot

45

S6 chuyén dé: Cong nghé Thong tin (2013): 39-46

méiu (template) huéng dan vé hop dong dich vu
dam may c6 thé tim thy tai 16. Poc gia quan tim
sau phan nay c6 thé xem thém trong 17. Can luu y
rang nhiing doi hoi khc khe vé an toan c6 thé anh
huong dén hiéu ning chung cua hé thdng (cong
kénh hon, cham hon,...). Vi véy, can co su can
bang giita yéu cau an toan, chi phi va hiéu ning
ctia hé thong. Nhiéu khia canh khac lién quan dén
quan 1i an toan cting nhu cac co quan quan li an
toan dam may c6 thé tim thiy trong cong bd 18.

5 KET LUAN

Mic du dién toan dam may dang dugc coi la
mdt cudc cach mang Internet lam thay ddi cach
ing dung cong ngh¢ thong tin, nhung viée chap
nhan né van con nhidu van dé va e ngai chung
quanh cau hoi an toan, bao méat thong tin. Loi ich
ctia dién toan dam may 14 rd rang va vo cung hip
dan, n6 lam giam nhe chi phi dau tu va ganh ning
bao tri phan clmg, phin mém, tuy nhién tir kién
trac, dich vu va cac dic diém cua dién toan dam
may cho thdy van con nhiéu cau hoi dit ra cho vén
dé an toan va bao mat. Cac van dé bao mat & cdp
cang thap thi vai trd va trach nhiém cta nha cung
cap cang 16n, nhung khach hang c6 thé cam thay
bat an vi ho khong nim r3. Piéu nay c6 thé khic
phuc bang céc hop dong (SLA) rd rang, chit ché va
tin cdy. Van dé an toan c6 thé lién quan t6i may
chu 4o, by 4o hoa cling nhu 1a kién trtc huéng dich
vu SOA.

Mit khac, van dé an toan trén dién toan dam
may khong chi 1a trich nhiém cia nha cung cap
dich vu ma con 1a trach nhiém cua tat ca cac bén co
lién quan trong dam may: nha cung cép, khach
hang, nguoi dung cubi. Van d& nay co 18 van con
phai can mét thoi gian nira dé c6 thé co giai phap
thoa dang lam tang do an toan ciia dam may, nhat
la ddm may cong cong (public).

Pién toan ddm may con rét méi va con tiém
nang phat tr1en va tmg dung, van de an toan cda
dam may can dugc nghién ciu tiép tuc dé ngay
cang tro' nén an toan hon. Mat khac, st dung dam
may nhu thé nao cho c6 loi, cAn bang giita loi ich
va tinh an toan la su tinh toan cua cac nha quan li
cong ty, doanh nghiép va sy tu vin sang sudt cua
cac chuyén gia cong ngh¢ thong tin.
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